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ICS Cyber Kill Chain Mapping
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https://metasploit.com

1865 exploits 1657 auxiliary 327 post
44 encoders - 10 nop
Free Metasploit Pro trial: http://r-7.co/trymsp
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CyberKill Chainby LockheedMartin

Cyber Kill Chain®

&

Timeline

Reconnaissance
Harvesting email addresses,
conference information, etc

Weaponization
Coupling exploit with backdoor o
into deliverable payload

Delivery
Delivering Weaponized

.=
o S
5 -
g o
= ©
2 &
(2] 1
3 o
O
b

bundle to the victim via
email, web, usb etc.

Exploitation
Exploiting a vulnerability to
execute code on victim’s system

Intrusion

Installation
installing malware on
the asset

)

: Command & Control (C2)
+ Command channel for remote
+ manipulation of victim's system

g }

(6
X
@ J o Action on Objectives

With ‘Hands on Keyboard'
access, intruders accomplish

Active Breach

Based on Lockheed Martin's Cyber Kif Chain

©ABB
April 3, 2019 | Slide11



T
t NRA SY &3 2RY 8\ I@
YUG62D3S AYyF2NXI OAS

At NBRUIRZRKEE Syeé | LINBalgYlye & yz2gSYOoNR
O1 2Rt AQée a2z Tu®$NI 102NE 1SRE ylLJlfezf
6ST LIS6ye aeadsyz 1G2Ne St S3FydyS geLNy!
w2l YASaldySyS @ my nnn St S1GNI NEI OK

A{OSYt N0 ¢ia|Ldkd Gy S Fdzy 320 yAS O] 2Rf ADSK?2
L\]N\Y\ éYé a S ye OK L\]N\B Osa 2 QZ I f SO 2 2f 2 LF\gure1T)p|calflnse ure)sSm[&gmUow

A Zhmutie LINIDé {L{ Ol12RfAQgeé az2F0OSNEX {02NE
Mc NR{12@ adl NB {SthfeideHettric2 Ry taTrigheZ 6 YA &
na preprogramovanie logiky SIS

A MotN:@BINR GG A Y NOA OKOg Y2RATA| 2eéla ({IAR1=2
Fel AO01éYA Rsat SRl YA

Al NDKA (| S \REHRENT &F A NYDBINHRE 6+ = o0& ads
LINSLINRE ANF Y2@F U f23A1dz {L{ ZhatSK2 &{OK2N¥
stopy

A~LISOAL f: \SBkorgrder dRdzONDI Fel A

\

1 1ugoz 1-
| & TFHONI YAt
08 GSyid2 w!e 02t VyI AWOGA SR yNed @A Yid Y

A S
AbSLJNJ\IIW)\G}’eSIG}’UJfY*éSQRsatSI?‘I‘ g[’12‘1ﬂifé|
Triton2S adGt £ S @eaz21sS NRITA12 LINB o0S1 LIS6

o
102N 2SS yI ONKydzie @I 12 o
C P

I B Crito @S NJ

HJT "7

oSI

Attack

ler

TRITON

imain.bin

"
N —— DMZ LAN
- ! 1 I z
- [=] [=] D)
aﬂs — -l
....... RDPJumpBox/  Patch Management
Da(a Rep\ ca( on Remote Station
L3/Process LAN
1 1 1 1 3 Q
Elo=—w) ] ._E [l
[ [ 1] Historian OPC Server RDP Jump Box/ Domain Controller
[T T T1} Remote Station
[T T T
L[ [ J N
N B B S & A
IIIIIII DCS EWS/ DCS EWS/ DCS OPC/ SIS EWS/
erator Terminal Engineering Station  Remote Station  Application Server  Safety Eng Station
I L2 Process LAN I ]é
Emﬂ Emﬂ
DCS Controller 515 Controller
L
'b/-% &
X
tuators & Sensors. tuators & Sensors



T
ICS Cyber Kill Chain Mapping



