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Predstavenie

BohǳǑ[ŜǾőƝƪ

Od 9.r ITőƪłǊJ
Od 15.r ǘǾƻǊŎŀ ǾƭŀǎǘƴŞƘƻ ..{ ǎȅǎǘŞƳǳ /predchodcaInternetu/
Od 20r po sǵőŀǎǙƴƻǎǙ...

Å Cyber Security Senior Consultant
Å IT/OT Network& System Architect
Å R&D
Å IoT
Å Industry 4.0
Å Cyber Security ProjektManager for SCADA system
Å TechnicalAuditor
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2ƻ ǎŀ ǎǘŀƴŜ ƪŜŘ ǎŀ ŜƭŜƪǘǊłǊŜƶ ŘƻǎǘŀƴŜ ǇƻŘ ƪȅōŜǊƴŜǘƛŎƪȇ ǵǘƻƪΚ 
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ÁtǊŜƘƯŀŘ: ƻŘƘŀƭŜƴȇ ŀ ǇǊŜǎƪǵƳŀƴȇ уΦ Ƨǵƭŀ нлмтΦ bŀƧǾŅőǑƝ malwarev ICS od Stuxnetu. 

Á{ŎŜƴłǊ ǵǘƻƪǳ: ǎǇƾǎƻōƛƭ ǾȇǇŀŘƻƪ ŜƭŜƪǘǊƛŎƪŜƧ ǎƛŜǘŜ Ǿ Ǌƻƪǳ нлмрκнлмс Ǿ ¦ƪǊŀƧƛƴŜΣ ǇƻǎǘƛƘƴǳǘȇŎƘ 
ннр ǘƛǎƝŎ ƯǳŘƝ

ÁZhrnutie: ƴŜǾƛŘƛǘŜƯƴȇ ǑƪƻŘƭƛǾȇ ǎƻŦǘǾŞǊ ƴŜȊłǾȅǎƭƝƴŀ ǾȇǊƻōŎƻǾƛ, ǇǊǾȇ ǑƪƻŘƭƛǾȇ ǎƻŦǘǾŞǊ ǳǊőŜƴȇ 
ƴŀ ǎŀōƻǘłȌ ŀ ƴŀǎŀŘŜƴƛŜ ǇǊƻǘƛ ŜƭŜƪǘǊƛŎƪȇƳ ǎƛŜǙŀƳΣ ǾȅǳȌƝǾŀƴƛŜ ȊƴŀƭƻǎǘƝ ƻ ǇǊŜǾłŘȊƪŜ ǎƛŜǘŜ ŀ 
ŜƴŜǊƎŜǘƛŎƪȇŎƘ ǇǊƻǘƻƪƻƭƻǾ L/{Φ ¢ǾƻǊŎŀ ƪƽŘǳ Ƴł ŘƾƪƭŀŘƴŞ Ȋƴŀƭƻǎǘƛ ƻ L/{ ŀ ǇǊƻǘƻƪƻƭƻŎƘΦ

ÁMotƝǾ: ƴŀǊǳǑǳƧŜ ŦȅȊƛŎƪȇ ƪȅōŜǊƴŜǘƛŎƪȇ ǇǊƛŜƳȅǎŜƭƴȇ ǇǊƻŎŜǎ Ǿ ǊƻȊǾƻŘƴƛΣ ŀōȅ ǎǇƾǎƻōƛƭ ǾȇǇŀŘƻƪ 
elektrickej energie

Á!ǊŎƘƛǘŜƪǊǵǊŀƪƽŘǳ: Ǿȅǎƻƪƻ ƳƻŘǳƭłǊƴȅ ǳƴƛǾŜǊȊłƭƴȅ ǑƪƻŘƭƛǾȇ ǎƻŦǘǾŞǊΣ ǾȅǳȌƝǾŀƧǵŎƛ ƪƻƳǇƻƴŜƴǘȅ 
ǳȌƛǘƻőƴŞƘƻ ȊŀǙŀȌŜƴƛŀ ƴŀ ȊƝǎƪŀƴƛŜ ƪƻƴǘǊƻƭȅ ƴŀŘ ǇǊŜǇƝƴŀőƳƛ ŀ ƛǎǘƛőƳƛΣ ICS protokol (IEC 
60870-5-101, IEC 60870-5-104, IEC 61850, aOLE pre Process Control Data Access (OPC 
DA),  ƳƻȌŜōȅǙ ǊƻȊǑƝǊŜƴȇ ƻ řŀƭǑƛŜ ǇǊƛŜƳȅǎŜƭƴŞ ƻŘǾŜǘǾƛŀ

Á~ǇŜŎƛŀƭƛȊƻǾŀƴŞ ƳŀǎƪƻǾŀƴƛŜ: ǑƪƻŘƭƛǾȇ ǎƻŦǘǾŞǊ ǇƻǳȌƝǾŀ ŀƴƻƴȅƳƛȊłǘƻǊTorƴŀ ƪƻƳǳƴƛƪłŎƛǳ ǎƻ 
ǎŜǊǾŜǊƳƛ /н/ Ǉƻőŀǎ ƴŜǇǊŀŎƻǾƴȇŎƘ ƘƻŘƝƴΣ maskujrǎŀ ŀƪƻ ŀǇƭƛƪłŎƛŀ Notepad.exe

ÁbŜǇǊƛŀȊƴƛǾȇ ǾǇƭȅǾ: ǇƻǳȌƝǾŀ őƛǎǘƛőŜ ƴŀ ǾȅƳŀȊŀƴƛŜ ǾǑŜǘƪȇŎƘ ǎǘƾǇ Ǉƻ ǾȅƪƻƴŀƴƝ ǵƭƻƘȅ, ǾȅƳŀȌŜ 
ƪƯǵőŜ ǊŜƎƛǎǘǊƻǾΣ ŀōȅ ǎŀ ǎȅǎǘŞƳ ǎǘŀƭ ƴŜōƻƻǘƻǾŀǘŜƯƴȇƳŀ ǾȅǇƴŜ ǎǘǊƻƧΣ ǎƪŜƴǳƧŜ ǎƛŜǙ ǇǊŜ řŀƭǑƛŜ 
ƻōŜǘŜΣ ǎǇǳǎǘƝ DDoSagainstSiemens SIPROTEC zariadenia, aby nereagovali
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YƯǵőƻǾŞ ƛƴŦƻǊƳłŎƛŜ

tǊƛŜƳȅǎŜƭƴȇǑƪƻŘƭƛǾȇ ǎƻŦǘǾŞǊőŀǎǙI - INDUSTROYER
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ArchitektǵǊŀŘƛǎǘǊƛōǵŎƛŜ ŜƭŜƪǘǊƛŎƪŜƧ ŜƴŜǊƎƛŜ
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Ukraine Attack Consolidated Technical Components
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ICS Cyber Kill Chain Mapping  
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Ako na to?
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¨ǘƻƪ ƘŀŎƪŜǊŀ ƴŀ 
energeticky 
ǊƛŀŘƛŀŎƛ ǎȅǎǘŞƳ 

SCADA
APT
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UkłȌƪŀ!t¢ ǵǘƻƪǳ
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CyberKill Chainby LockheedMartin
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ÁtǊŜƘƯŀŘΥ ƻŘƘŀƭŜƴȇ ŀ ǇǊŜǎƪǵƳŀƴȇ Ǿ ƴƻǾŜƳōǊƛ нлмт ƴŀ .ƭƝȊƪƻƳ ǾȇŎƘƻŘŜΦ tǊǾȇ ǇǊƛŜƳȅǎŜƭƴȇ 
ǑƪƻŘƭƛǾȇ ǎƻŦǘǾŞǊΣ ƪǘƻǊȇ ƪŜŘȅ ƴŀǇŀŘƻƭ ōŜȊǇŜőƴƻǎǘƴŞ ǇǊƝǎǘǊƻƧƻǾŞ ǎȅǎǘŞƳȅ ό{L{ύΦ {ȅǎǘŞƳ {L{ ƧŜ 
ōŜȊǇŜőƴȇ ǎȅǎǘŞƳΣ ƪǘƻǊȇ ŜƭŜƎŀƴǘƴŜ ǾȅǇƝƴŀ ǇǊƛŜƳȅǎŜƭƴŞ ǇǊƻŎŜǎȅ Ǿ ƴŜōŜȊǇŜőƴȇŎƘ ǎƛǘǳłŎƛłŎƘΦ 
wƻȊƳƛŜǎǘƴŜƴŞ Ǿ му ллл ŜƭŜƪǘǊłǊƶŀŎƘ

Á{ŎŜƴłǊ ǵǘƻƪǳΥ ƴŜǎǇǊłǾƴŜ ŦǳƴƎƻǾŀƴƛŜ ǑƪƻŘƭƛǾŞƘƻ ǎƻŦǘǾŞǊǳ ƪǘƻǊŞ ǎǇƾǎƻōƛƭƻ ϦƛōŀϦ ǾȅǇƴǳǘƛŜ 
ǇǊƛŜƳȅǎŜƭƴȇŎƘ ǇǊƻŎŜǎƻǾΣ ŀƭŜōƻ ōƻƭƻ ǇƭłƴƻǾŞ ǎǇƾǎƻōƛǙ 

ÁZhrnutie: ǇǊǾȇ {L{ ǑƪƻŘƭƛǾȇ ǎƻŦǘǾŞǊΣ ƪǘƻǊȇ ǇǊǾȇƪǊłǘ ƴŀǇŀŘƻƭ ƧŜŘƴŞƘƻ ƪƻƴƪǊŞǘƴŜƘƻ ǾȇǊƻōŎǳ -
мс ǊƻƪƻǾ ǎǘŀǊŞ {L{ t[/ ƻŘ ǎǇƻƭƻőƴƻǎǘƛ SchneiderElectricǎ ƴłȊǾƻƳ TriconexΣ ǇǊƛǎǇƾǎƻōŜƴŞ 
na preprogramovanie logiky SIS

ÁMotƝǾ: ǇǊƻǘƛǾƴƝŎƛ ŎƘŎǵ ƳƻŘƛŦƛƪƻǾŀǙ {L{Σ ŀōȅ ǎǇƾǎƻōƛƭƛ ƴŜŦǳƴƪőƴƻǎǙ, sǾȇǎƭŜŘƪƻǾ ȊƭȅƘŀƴƛŀ ǎ 
ŦȅȊƛŎƪȇƳƛ ŘƾǎƭŜŘƪŀƳƛ

Á!ǊŎƘƛǘŜƪǘǵǊŀ ƪƽŘƻǾǾƭƻȌǘŜRAT do ŦƛǊƳǾŞǊǳƻǾƭłŘŀőŀΣ ŀōȅ ǎǘŜ ƳƻƘƭƛ ƴŀ ŘƛŀƯƪǳ 
ǇǊŜǇǊƻƎǊŀƳƻǾŀǙ ƭƻƎƛƪǳ {L{Σ ƻŘƻǎƭŀƴƝƳ ǑǇŜŎƛŦƛŎƪȇŎƘ ǇǊƝƪŀȊƻǾ ƴŀ haltSISΣ ǎŎƘƻǇƴȇŎƘ ȊŀƪǊȅǙ 
stopy

Á~ǇŜŎƛłƭƴŜ ƻōŀǾȅ: SIS kontrolerǇƻǳȌƝǾŀ ŦȅȊƛŎƪȇ ƪƯǵőΣ ƪǘƻǊȇ ōƻƭ ǇǊŜǇƴǳǘȇ Řƻ ǊŜȌƛƳǳ w¦b -
ƪǘƻǊȇ ƧŜ ƴŀǾǊƘƴǳǘȇ ǘŀƪΣ ŀōȅ ȊŀōǊłƴƛƭ ƴŜƻǇǊłǾƴŜƴŞƳǳ ŀƪǘǳŀƭƛȊƻǾŀƴƛǳ ƪƽŘǳ t[/ ƴŀǇǊƛŜƪ ǘƻƳǳΣ 
ȌŜ ǘŜƴǘƻ w!¢ ōƻƭ ƴŀƛƴǑǘŀƭƻǾŀƴȇ Ǿ ǘƻƳǘƻ ǊŜȌƛƳŜ -ƴŀƳƛŜǎǘƻ ǊŜȌƛƳǳ twhDw!a

ÁbŜǇǊƛŀȊƴƛǾȇ ǾǇƭȅǾΥ ƴŜȊƴłƳŜ ŘƾǎƭŜŘƪȅΣ ǵǘƻƪ ȊƭȅƘŀƭ ŀ ƴŜǎǇƾǎƻōƛƭ ōŜȊǇŜőƴƻǎǘƴŞ ǇǊƻōƭŞƳȅΦ 
TritonƧŜ ǎǘłƭŜ ǾȅǎƻƪŞ ǊƛȊƛƪƻ ǇǊŜ ōŜȊǇŜőƴƻǎǘƴŞ ǎȅǎǘŞƳȅ
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YƯǵőƻǾŞ ƛƴŦƻǊƳłŎƛŜ

tǊƛŜƳȅǎŜƭƴȇǑƪƻŘƭƛǾȇ ǎƻŦǘǾŞǊőŀǎǙII - Triton 
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ICS Cyber Kill Chain Mapping 


